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The AIBOM Lifecycle: A Continuous Loop for Al Transparency Q. OWASP

2 AIBOM
. aa & . . . . . ope O O]
A continuous cycle of six iterative stages managing an Al Bill of Materials for compliance, safety, and traceability. “S° AlBILL OF MATERIALS

o Plan & Define e Produce Core Fields

° Q N °
o Establish the intended purpose, X 4 t E * Emit essential data during builds,
risk classification, and < including identity, licenses,
Minimum Usable AIBOM (MUA) scope. N 4 lineage, and safety evaluations.
NSPARENG
(; P ¥ 2
~N N O,
\ §O 4,? 2
© AuditaRetire =Y B[ vy X% = Validate & Verify
— 2
] o
~ T B i (A=) 8
® Use records as compliance T o ©

(E . Perform schema linting, check
evidence and preserve lineage 4 l

MUA completeness, and compute

data during version deprecation. ( hashes and digital signatures.

e Operate & Update 4 ‘\g\ 5 \ o Publish & Store
— (S PN
A\

¢ Refresh the AIBOM when datasets, Save AIBOMs in artifact registries
fine-tuning, or guardrail policies \
change materially.

8

and include references within
formal release notes.

Lifecycle f\ Iterative Evidence Trust Through Traceable & QO Role Aligned & Continuously
Principles b by Design Driven Verification Persistent 32 Actionable Improving

Source: OWASP AIBOM Foundations Guide v1.0
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Every AIBOM has four parts. Two optional kinds of content complete the picture.

o Header e Component List e Data Flows Evidence & Provenance
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¢ Graph type (what kind of o All parts of the system: ¢ Directed connections ¢ Provenance: where artifacts
Al system) models, datasets, services, between components come from
¢ Scope (what is included CogsatpatsNate: * What moves: data, control, * Evidence: hashes, signatures,
and excluded) b ;S_ytstem lmer;nberfhip events, messages attestations, evaluations,
integral, external, or
e Completeness claim unsp%cified) ¢ Flow properties: payload Gxermalidoss
(how complete is it) MNodalBehavion (type), protocol, encryption, o Attached to nodes, edges,
: : volume, timing and header claims
¢ Authorship & metadata (what role it plays)
(who, when, tools) » Services include hosted * Flows show movement; * More evidence = stronger
models & external APls nodes define behavior verifiability
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Worked example: a hosted inference system

An enterprise customer support assistant that retrieves internal knowledge, moderates input,

and uses a hosted LLM to generate responses.

Enterprise-controlled zone

(Owned and operated by the assistant team)

\
o =) \ Customer
g |
User-facing
service
Service

0 (Owned by team)
Customer
r_ ‘] query A
___________________ J Retrieve
Customer Feest
A
{
H
H
! Response
H
H

to customer
L

©

Declare Scope

query

(e

Text for (
e @ | moderation 8 Vol o
|
Prompt A
[Processor | Assembled, !
Component redacted, :
(Owned by team) templated |
prompt ! (
Retrieved (8 )
passages N~ |
>
e Retrieval
service
Component / Service
(Owned by team)
J
Built from

T
'
'
'

base snapshot

Dataset
Snapshot: 2025-04-15
(Owned by team)

Be Truthful

Support knowledge

Foundational
Principles

)

Know what system and
version this AIBOM
describes.

Record what is known,
what is unknown, and
why.

i

(6]

Component
(Owned by team)

Show Provenance
Capture sources, versions,

and how components
relate.

>

Provider zone
(Third-party services)

Y

Service
(Third-party)

Moderation
service (API)

Hosted language |
model (LLM API)

Service
(Third-party)

Model
response text

s

Response
handler

Logs & quality
review store
(Owned by team)

Respect Boundaries
Make trust boundaries
explicit and log
crossings.

&

S
Al BILL OF MATERIALS

Legend

Owned by
the team
Third-party /
Provider

Dataset
Data flow

Control / Lookup
flow

Trust boundary
crossing

Flow descriptors (examples)

—> Assembled prompt:
Redacted customer text +
retrieved passages + system
instructions + templates

Model response:

Generated text from hosted LLM
(post-moderation assumed)

Boundary requirements

@ « Authentication to provider
« Encryption in transit (TLS)
« Log what leaves the zone
« Data handling agreements

Keep It Current

Y
X/

Regenerate, monitor
drift and changes,
and report.

Source: OWASP AIBOM Foundations Guide v1.0

il sy &l Jo ol 53 6)lis b Ll 93

b dbs o jpe aS o 630> Ginled Yugiw o5 ddlge Sy Wygody oxbbie Hbj Yo
@ boe anils sxiddil)l SLb abhsi ;> 031> Lulsals aS cuwl ol ol Judd .l saisall)l
SAIBOM g 3135 sxsasdil)l o5 g w (659J9295 @ (6300 s ol .oaimdaill waluy; ¢g)d
Wb dhis dalge 3o ol JlgiLes adi aS JSue lesl |y Lalocasdly S Sgaily ¢l BUS as
Sp 9 g ol Gy Sy (L Sy b by dbss Sy e leBly s @S ol sz oles

ls)l,8
653l U digo Sy @y oyl bl dbis dalhe s wale AIBOM jI Jao 395 Jlo ol b
sos1318 ;505 g Givjgel Gl Sig (s 390 3)5 jome ddud (g adlde Gl g )l> ile
Sl 36Sue @l 1) Jae plas GLL dhads L) p8 S b wlgige 0355lg> )05 1 )5 1) Jaxe wyls
dalio o> 6)lil Jawo jl (g yiduas glabaz) dsuuws @y |y ¢ g 325 s | jletiwo U lasy i dasl)|
Az glas AIBOM g3y (6)505L 35S0 pusss Jdo ddlbo @y gl 3000 loals (SLL dnds

YWV Lg)l.’xi-;mm: Ol 1 09y b dibolw I indw ylgicay q.;9§.> 0)5 2 aS Cuwl ol pgd> Ll
aS A glailolw jI Gl gl o 9 LIk Gugrw woly S5 g9%en)lS g
Juasi API .)).SUQ » Loyl oMl diol> 9 S0 o)l | l.muT'O.AJ 1S 0 Lauogi AIBOM
Hhwd azel jl a1 lgizo Joass cuublB oui jSI el (g i cusw Jo b yasudb glgise

rE 1/0 &3 OWASP AIBOM ilbwo glossl,



Uilw,dg ly QT P )§| uwl 6355w £5> lgize Juasi Gaugyw 61w S e aal (g)lo00,00 Sl )
bl Gy Algie Wil g5 yo .l Ligp Wilgs 0l Buo HLiws aS Kl glue)ls
D1 55 )5 1) Jao plas 6aisSadei 3513 b B asS 0 oo |) wlisl AIBOM

Sy olgicas Ly Gilaiels aS GAIBOM el oxiSadgi Wbl s aduibime ibj Jie
sl iy Jde 13)S solgd Lali easilw 52 1) Jdo ikl dbis wl (ordbydime wubld
h of wwl (auidle L2 Jdo Sy gohm a5 lgjlwaz)lsoy Gilaisls aS GAIBOM .cuwl
aS (XS owy oxdeMel &iols 395 Guyb jl 1) julai ol AIBOM .35 solgs il Ligpw
3ailgs aSo cwygd ) of ;1 oauilitime g oabanogi Blolw )5 oxboiluS gloaslse
ow | aiol> @y dily Ll Sy oS cygide aSil )l L lagj 30l @ g Gilesdo

058 395 (Siag A g Cuwl 023iS g

G285 palais dlg) s S 16218 JUio

padais GBI gloosls 1) 5L slogje L &b Jao Sy aS ews 130,050 5 )3 1) (6,50 dilolw ¢giS|
35S 35 VU s > eoliiun] gz Lol 8j95 (sl 0 puii Jdo Sy b 3iSe G55

S e ASe LT o @l Jao eges wlo Syl aS eaubpitiie &b Jde So UL e
wesi wleMbl Wis b g Sluidy LIS glocuigig) jI aS 51> Lijgel ddl>dcgamo
Giwd Wygody 6jg> phanasie buwgi aS )5 (Hbj)l ddldacgeme Sy pwi Ll 63D (5)913)S
w0l & 0003485 il Yo Lkl I g Jde cadsS plxiaw gl 9 0 )13z
el Jao Sy aiSe bl ek de Gluule huso Sy o) b Ukjgel )5 @i 39,0 )5 @

AS o pidie B> i pie Sy > 9 XSGR i)l b O S e Adgi 0abGS>

Worked example: a fine-tuning pipeline /5, OWASP

Fine-tuning an open-weight base model on internal data to produce a domain-tuned model

A g Al BILL OF MATERIALS
for use in a customer support assistant.

@ AIBOM of the fine-tuning system (pipeline scope) @ AIBOM of the produced fine-tuned model (artifact scope) Legend
Describes the system that performed the training Describes the model artifact, not the training runtime -
(C) component / Service
r — 67 —————————s o ey Dataset
O identity & =
@ ‘ @ ( Compute / Environment
@ Name, , hash )
Base model Training dataset Evaluation dataset created date, format Repository / Registry
[ t / Model c t/ Dataset [ t/ Dataset o © ticanse & usage
omponent / Model omponent / Dataset omponent / Datase - X
(From public hub) (Internal, Pil redacted) (Expert-labeled) 4 j tarms > Data flow
\ Model licens
jode SCense; ussge > Control / Lookup flow
Training data restrictions
(shi & > Reference / Provenance
Load base ards/batches) Evaluation data
model T— Y S % v X @ Trust boundary
©  Training environment | @ Evaluation step Fine-tuned model
Model
g Managed compute s Al E Compute / Service (Domain-tuned) @ intended use &
{0 (rainingjob) =———piN] Gostly,swkoation) @ Training dataset Model artifact -4 limitations
Training code, libraries, { Metrics, reports, 2 r

hyperparameters, configs evaluation procedure | | Data

o
S = ) scof ing, !
i i
Fine-tuned tedected v
model artifacts results
© Evaluation dataset

0 - . ) \ reference
ine-tuned model i
Publish Internal model registry Dataset ID, snapshot,
rifa — | =
Component / Model (Artifact) Service / Repository labeling process
(Domain-tuned) BEl  (Versioned storage)
) J
@ Captures both process lineage (how) and data movement (what, when, where). (@ Focus on what the model is and where it came from, not how it was trained.

Source: OWASP AIBOM Foundations Guide v1.0

15 Cesl jolad ¢yl 9 (S e ddgi julai o8 AIBOM g5 dilobw ¢l

Yo 1/0 &3 OWASP AIBOM ilbwo glossl,



Jolis o 1,3 515 eloxil 1) ivjeeT aS glalg) s sl G485 @b lobw 95 AIBOM (oyiuusie
il 5 hjgel e ()l 83l>dcgaze dalgo (jgel b3l3acgaze dalgo iy Jio dildo
@ WS> Hjgel gldesls JiS e uogi 631> Glogl,s .l (gauwgi 83ubEa8> euhis Jio 9
9 Nidpuy L)l P @ digSz L)l esls i g)35)L aigSz Wl Jre wis ijsel p8

A llide ()20 )3 AigSz (Gl e

i8S i ) fouan Sy plgicay aS cuwl (gadgi 38> pahii Jae 395 AIBOM ((yuog>
g olelo)l @l Jao U ol Lo (Jao cuge .dg) b @ wwl Jao ol dwld dgu0
Olej bumo 315 11 )3 1) joze 9 415 3550 35 (L)l 2 (L)l 9 Lijeel Gloeslracgeze
QS0 61380 1) Jao ol Gl dilolu Sy @S iloj U 1S 05 wamogi ) $485 eubis gl

315 yeuas 505 348> ekl e

i ()5 ol . sod0 gyl b Jae ploo g osbacgozxe ples a; AIBOM o> o
AIBOM ADS 0 roL?.ﬂ dde Sawyy il as l5|o.x115k§)m DS e Wwogi |) Liglaie glodiels
ilg> 00 1) dilolw AIBOM 35550 (pwplus | Uu)gnT buzo aS glosuSadgi L xlgS> 0 |y Eguano

ABI0 Vg @D &) 9 0355 (61350 1) 95 3 A> YL |y (5 plipmw Likio Algd (50 aS ilojlw

b aghd )L S e )T |) o3y pleale 9 38 HLS ple jlel izres G485 et JUe
135 b [zl Givjeol 25 S e o3kl ayly o pIaS 5l el S92 @y weSz Egian Sy ASwe
o3> plraylz )8 adgi |) exbiyliS loylse Lj)l Jlo)y IS ides @Sl> )15 5 ool
)Lu 9> > @ U.u)g.oT éJgJ .bgb."> L,Jl.o) az> g9 Laso)§ ,o|.\5 ULa.o ‘w) L'>5 D 631> ,o|.\5 .\.lsuo u.u
sloashd ghal gloy (mloals .l 350h8 L5 @b Jro U oxi@uds pubais Jao Lo .51
9> ;0 AIBOM .cuwl 631> (ploals (Gijgel Wluwlxe @ 031> )Ll Sy jl (ibjgel glodesls (shard)
S Hgazeo AIBOM S5 aS el ol aiSS «siloadio 8355lg3 (gl .3)15 1 )3 395 gl ) Sy )
25 |y asel S osliil LSy jl haiid oS Lol diloln AIBOM g wiyiSy |y Sy 0B 95 ol 0lso

35S solgs anogs gBlg jl 5aS 631>

XS 05 Yy AIBOM ai
g oS> . cwl Lo g asdbeusbw cusdly (Jols AIBOM S

VIR 2 e Glasly s Gold wljbo guo b dlolu Sy Gkl 1 Gue lasly
s Sy Glp dilolw > 39290 GlodyiuS woldS 1 G glasly Cuny dilobw Suay,)
olatiel jloiol s Cunl dilobw jl iz o Joiuo GBoix Jhi jl pwS az aSiul §)b)> lasly

i CadS (632a) b oliaabl Zbaw

il s s GBL Sy .edad Sy @ ] AIBOM Llb s ailaele Gl Sy ol
S 09y locusBly | 595 Suy Glocszly o Wbl docuwlu @SS o5 b Gl
o2l jl acgazo Sy iy 51 AIBOM 3155515 L3 cuwd il 53 dgygld ¢l .36S 0 Jlacl AIBOM
5 casdly b 53 oo b gr duie el plad ;> haid gguan ol 392 63,5 (61355 | Lo gl

Kigads Uy o 0 350lgi0 ()b gloplls aS 3iS0 Jas Syisue yiuw plgicas AIBOM Lo

22 1/0 &3 OWASP AIBOM ilbwo glossl,



..\isuo ).J.\JLJLbJI |) L®L5)9|J C)r?l aS cuwl LS)-" Ul.o.m AIBOM L_Juu.u.) Lg)l,gi.">| LS).wwo ).uwu C)r.’l
S0 ‘o)g So B wlgige Ul o ool jo (ol b .l osuismplus alesl Sagy byl ol g
29 b, oxiballel o391 elS jyo Sy b 3l £loyl S sl

Xig) 0 Jigaos aS iBailgS gl (3940 aiibgs aigS> AIBOM
Tebly a5 LiBauSanes gl -3yl il jlwosly ué Sy aS cal Gjuz olasd Juad ol Logghe il
ol diaudg)l 5500 &S5 S cpils S Jislgs Lo AIBOM S,

sy Sy > BlLS Lxlglu s *CycloneDX 2.0 ;5 ogs jebay 3 sy Juad ¢l )> aS oloass
Gblio g j)beugs> 51> gloloals logl,s> it we,S waalge )05 1,8 (blueprint) & ,b
b & dueld g oxibelel Jro glgil y lolauogises AiiSue Jas |y slaicl yiuw loje o
Do Jo> duw (composition) wuSy glogMel buwgs 3gJelS ledl g (g o s
Z2 20 Ell of 4 gl b )5 o dwlud U aS dgibpe Cawgyy GrlopMel @b i solgd
613338 D 9 EGuan HUgD 3).:9 559}§| éﬂga)b Ay AIBOM ¢lp glaBlas (s B
3yl (gl li b ¢l 1 aS Cannl @58l b (g AIBOM Sy 23,135 3929 wldil gly (655w

S e 03wl Legiuas Gige dlobw Sy auogi ¢l

Jaw D lesl g jpo adhin (byz @dlio ;o dde plal LIS (6)18) I G )5 wauwlu
dinss gloghuwps plgicdy |) 395 S 9 Suuy s glodde o)litiunl g o)l )Inb glo)l So
oo S 30350 Elz)l G0 @ WS Sy 1ASe oldl GBS plas @) aS XSue Gy 2ub
Gl Jd=i Sy g iSe cbiblxe ol jl aS Gibyz @ JpiS Sy iSGe yeae o jl pblales
Jud Gl S e wuogs 0)bgd 1) wlolw Sugud adde L Sl s oS loadlse a
b oS> 39 aS 3l gy Jlo e )3 g diloy oS> 1 &)18 Kilgie AIBOM aS el o ()b bw

5135 3,Se) Ll (gl G L,a.wbu.ub sl Jud=i g 3usS Wi ly AIBOM ¢l L,JLJ))LJJ[S C)T

oaalso) Llblas AIBOM S, .S 4 alié a2 b |y diuw 1S il Llgie olices 63iuSadgs
bl oS 3dg5 5o I JolS sledl Sy Kilgie 9 sl Gabio UolS (Cinogisgs aw g lopl,>
solgd gl |) (formulation) gaiugeyd @low 9 oeuSy dopMel (i dolgid L AIBOM &
950 9 JolS Gl8la> AIBOM ) .o glaebl zlaw L . 30l38l 0 2ihé )15 9 plo>guilo
3530l5 5l AIBOM Sy @) glivabl .cuwl Ladl Lic AIBOM &y jl pasie colgd 4 Ao
o3liawl oyl L oI3S jl aSiyl jl @5 wgsive Ll 6xuSadgi 3,Slac diylw g Aolgud cunasS Lo

ASLe

https://cyclonedx.org/news/cyclonedx-v2.0-coming-soon/ ¥

rv 1/0 &3 OWASP AIBOM ilbwo glossl,



J9moole Leguao Ligs glodailolw ¢l AIBOM .5

Ubse oell Gldopzy 4 1) Szl shaz abw jexedele Lesuas Ligs Glodailol
Bl L dg) bghs wiyguody aS Giiuw giuan (igo gladilolw VU, .AiSe 3)ly LEguas
Jolss 525 glayhl b ag)lizodgs el g juipcansSyi digy joxodole glodiloln (diiSe Joe
Gl iuungSl @y 9 3imdGe Gl b2l ploj )3 |y 395 )8 ile>elyd |y 505 lodele S0
il S o SS9y 9 gy jl Go=xi JI> )

UJL'> ) uwl )S)A.uo l.mui'iuwb 9 o)bd.c;o."zo ‘d.)uo lSUW“..’I G)l.w.\w » AIBOM I D)S,gg)
Bhio g9 2l ol wlleles gy wlouSimly b jexodole gloalolw gl AIBOM as
S 53 IS i) @igSz adg e > Woailob gl MSpe o @ b @S |y gjluSinlos
ibioe GhuS j9eele glas)laso @) aigSz AIBOM loyiy, 330 ol pidy oil -5
o2 xipdbail o )l slaingS] (loleiz bylg) 5 ASE

L,Lolc.\p Lgl:bugﬁ\.m.)lg
Glouid Cuwl S EIAS o aS Kleddh JuSuid e Jole iz 5l wlél jgmoole gloailolw
Jole ol 2l anil gjllwSislas b Lziwylicl (bl dyal (giuyaely s6le (gjmlaie
sCuwl US.mo

+ UL Jole + GPT 5 Liino juydoly (Jlio ly) bl oaui aislw Liglase glodxe &b

(Ol xSl

Al lisee §Bsuigyd L ops 4 @lssio ©

23S L8y bli)l po b (o) e ply Joli b asdbeslw gloSigyy @b 5l
135S el |y 45 3)lge lisluo 3L AIBOM Sy i ¢l 5o

(031€ 9 DLy BU ObjL e @uSh2l y)aelp) lodole loyind g locggs *
(L5l (585 sl eukiis by Jao) Jole o sl ubo) Jdo loSiuly *
(652 9 Wl ozodlagg) Liod 4 Lias «(iloalulw) Jolsi glogSIl *
az b wohieb az ol wlgboehd ) puS az ouS az) LS ol gjluSioles -
(BVL 2w @ gl)] lomo
Gl S s 39330 321y Gugpw b Jre o 4 jS0d Sy j cnl Gl gaibg0 (1l
: b gl -dgubs pisiio wlobw pulpw 55 Dlgie Jole Sy > cauSud b

S pgawe | Gawdumly loanogi 9 Vil Llgise estidhhdas bk Jele S

25285y ) Sowpz 6lo)5502)S b jlial 51 pell 8olasuml Milgie pags )l jjdely Sy *

Gubiol b )bl o9, 0539 e )3 ilgize eabgay Sy w)dl blax Jole Sy
iloy oSG

Ginles @ @ aiunly $loailse )1 oS cygoa |y jemadele Gloailol 3l AIBOM iyl
Joas gjlwSislas glodb g lodie dodele 5l L3S 4 BOM . hs dg) bghs @ g o5
NS0 30l JU b 0)S So s plBus |y il Jadoxs aS sgai0

YA /0 & OWASP AIBOM il laial,



by 6oyl

Loyl 35S0 il ol I 1) 3593 vlgi 51 S)p Lidy jemeole eguas g gloailolw
1305l 05 d)lge Jolds cawl )Sweo

g__;l.: lSLmo.xiiSI).?I 9 S lSI)'?I Lchbb:gu.k.o *

NIV IV-T. ) ahol> 'LS)I-))-.’ Lgl.cb)Lp| 9 osl> le.cboli:b .

Olojlw GBI Gl i) 9 g yw *

Sluwl Gjle b d.:ls slodilbolw ¢
HJbZod95 j9bay Ll as xlole LSL‘DWL’LQ dly_c) 1 S BV AV I Lg)Lw@)LxS.J ’LQ);D l)l5ol oyl
.59l 50 o.).)|g.’>b.§ VU soluw U g
15S Ao |y i 3)lg0 rQSCA.uJD Wb 9o Jole gloaslolw ¢lp AIBOM &,

(1> ) Bgpw glojo= az b aiSe az )lil) lil 555 g coge *
(Loz)lz Gogr clo)lil dodigjdl HTTP gloAPIl 2l ilg>1)8) Gils>l) gl lSgjlw *
g9 ool> &l foipde plp ) g/ gilgs ply > L,.J.\.J|9.'>.b.09) ojg=o 9 (wyiwd &l *
bl loylsl ()5 )b g APl OAUth glasds) jhusl cojpse 9 cogo jhol glagg, *
(w9 Jole 3o slilay) Gildas glocnsgaxe g lodraguw &) glocysgamo *
o 3l o 5 eslasunl (gly Jole aS 88> auogi g o)lgzyb) il =i i b asuws ©
(el
tailpe jlasd @) alem xhw )3 S)i GiyiaS l)lil wasaSl> g il Jhis |l
Lol Wleladl izgo g 03,5 (5)Beuws ) Hlil I esléiwl cuwl Swe aelyy G2y Wles
) owile @S> b kS Ladl | pubws 6loosls cul oSee 3 5l Ll jexe > @yl *
Ml Gr}puwws b S2)bSo 03l jlropé 29y oS, cul gSee =) GlWAPI -
3| pasuine A3 b Al culpl S sl iU Sl o Slgie il So s, 9 s ¢
Dl P @y ai g 3)9%) Mgy byl
1ASGe pigulSel ) 12j 3)lse AIBOM )5 il sloo Sy wud
(2le>1d alojomo az L ) oyl plaS sillgie odele olaS) Guyiaws G285 Guiplus ©
(Gl slodyss g )il glei wpesl) )l xbaw 5> Suw) Hbj)l
jl 4595z 9 xS (oS az) exislail b )l S; pobdhhsa) pllis asl> 4 gy GisSly *
(MS o okl of

¥q 1/0 &3 OWASP AIBOM ilbwo glossl,



U s glwodiddJlail
ezl gwoximslall 4 (25 glopyily b gabaz)bSo gly el e jexodole glodilobw
2iilo il Sike s
ITSM LSL"))I):’I 9 (5)9%¢7 LSLQ’“-CSW .CRM q_g)ls.m Gch‘o).é.llg ‘dl.uo lSI)-.’) SaaS (SLCDQ.OU).) *
.(ServiceNow g4 Slack: Salesforce. Google Workspace silo
(oM GlAPI (89> 851> gloolBul (Jlo (gldaud) o3l GBaidsasl)l «
(Jro GLoAPI (Jol=x (5jlwepusd) egiuan Ghgd sloeily o 6yl Glogmgyw *
Ml Griw (6)38ley Glodre g lodilulis I k8 il i o Siuwly woxissJlasl ¢l
raloz jl (auiS 0
S3iubgyd JyiS easdi (SLA) wloas mbw (gloaoligdlys g LoAPI «
030> Gjloyg pgse Elodsr o o) bohs +
b (529990 9y 9 gD e 25 glodilolw ¢
1S @S ) g2 d)lge 2k AIBOM gl
e JyuS jl G Gaes aS Al LulocSuw) oximsJlail wpoSls g wuiol Hhio |l
1305l lojLlw
51556358l cuwl (S Nigide Uacl oxiss lail gjlalely o as OAuth glaasols *
Glow gloacgazo b )5 lolad JS 4y aild Guyiaws lodele 4y g 3ibl oslaiuwl 390 L
iy
-sub) Gl ed OhSlew b 6dl> cupie dgud APl LS, cuwl See Biiuig,d ¢
2o yusi AIBOM sl 9Bl 4y gMbl (g9 |y (processors
L o8l glojpo ;I Blosss Lidl 5o aS gluepd ohSilew Gusb jl Cunl Soe ool
AS Hgae 631> CueSl>
(hssiwl Jaw @dhiv (Jgamo 03iubgy8 cugn) 63525 Jbail g pw g 63 dd5] Wl ¢
(ool zohuw 031> Glodims (529,5/(639,9 GAiaisb) eabalsle gloosls «
wagpw sloolus APl glosds OAuth glogl,2) 2djexe 9 cuge jhal Glodie -
(PA2985 uwyiand
Bl g 051> CuaSls 01> w8l wlhasMeo
251350 551 031> e b wldee p cuwl (Sew aS o3laiwl g (gj950 (631518 (glocudgaze *
loglojlw .l dga=o il edb pazi glodilolw )d (6330300 aS Cuwl il (GadS il Sy
b
S adlae oBxisigd i 1) Lisel glooleS b AIBOM ajlive glolidl ylSel wyguo > *
S Ao Giolpo |y 035lo 8L (gl Sy g Ud9pdo Slaicl glojpo *
) egao Ljlop Uolo b aisliil Leyd ohSiloy dlas jl audlad 5> sabaislih gl ¢
S (21

2p0 yobay Sum) s Yuyiawd )3 519> Wiz b JolS Lo 389 i WS 0 Gueuds IS ¢l
Dgul Cayydo g il @idydy AIBOM wgzyl> 5o

Yo /0 & OWASP AIBOM il laial,



MCP/A2A eiaugangSl (b,

slowgz)l> 9 4(MCP L Model Context Protocol) Jawe yiuw JSigy siile 5)9eb95 gloJSigpn
Ol 5)Sed B9l 4 > JSu Jlo ) cucpwas (A2A L Agent-to-Agent) JoleasJole bl
1S Lo S |y d)lge LQP.U.AMQSI o2l - Ny9=20Jele gloailolw

Lo opiily oleo ) lil Sxubdylslioe] Lilgsld g Cais *

[(tenant) ,otiuwe b Lilojw ©ldjpo sl )5 dele olo bls)l *

S )haswl 99 b2l ploj )> locdild glhgy wauSys *
aS S0 lg jui IS 0gdll g by Hluws GuloSiunly «03923003)38 929 b lopliuwuwgS] ¢l
2225 1253 1) 325 dlee B 2wk Jo=i 3L AIBOM cauoye )5 g3ilo sl

(o ole ()50 glos)l bl ;555 g MCP: A2A (Jlis (6ly) JSgy 51 o5liml *

215 Sy Lo b piiawsS| ol )3 a5 Cagpw oBxim3aS] g 6k LU blas -

(lo)lib doSIULS dlevg yimnz)) ubild Gbigy oS (sl Sgjlu *

LAAAUILSM)SMMQJ9‘Ma.b.ANbWa.bJHLSLQKJ§AAMJ|9.

oxblac] gloaiols g Il way=i G i @l s (JUl &Y ggpw cugo :MCP *

) Jole o cgn sl wlolil o ocubld wopgs as (Agent Cards) Jole glow)ls :A2A »
29)0 1S ay AIBOM (639)9 0lgica lagiame g 3iiS0 elel

:JGo (glp
09N NS Gilg>hd 9 ais MCP @Guyb jl L2l ploj )3 1) Hlul Su cunl ySae Jole Sy e
(A8 Ll (i Soy
g WIS (5500 an b A2A GloJUlS Gupb jl cunl oSoe walie dxubg,d 93 jl Jole g3+
S alsbwo |y a_:Lu 9 lbg
DSy Aol Sazo il gao g9y Cuwl Sae Gupiwd ) Glocunbuw g locud)B
13L AIBOM glogjlwosty (g9:b90 Gul 4y pilop ¢y
@ =Blg Gl Siunly (gl s> gl plgicay |) lo3) g LLSY dyzl (loj zawy9d loosls *
298,18
S () Spazys gloadlse lgicas |) o)lib g bdS Siblh blas ayls glog s, *
az Gub jl g Gl az (S az) WS Gl o Siuly 9 Wlelei I sieplej @ilow *
(cuwl aiibl> bl S az b LSy,
a5 0lej Jgb 5> ailobs )15 51 sloxsj Galaily @ Ll Byo gghas Sy ji 1) AIBOM ol s
jelize @23 2l gloy whislie b ) G=hb ploj 63iy)Sy aS S0

https://modelcontextprotocol.io/specification/2026-07-28 :MCP &
https://a2a-protocol.org/latest/ :A2A ¢

[ 1/0 &3 OWASP AIBOM ilbwo glossl,



.

M buogi fivhey &S Eguas ec Az g duw
B ol a8l S (Siunniidil 9 Gl «6)lop05gr Uil (zium) el adgi «g)a0by)
Opae b g 3g)hSI jebas lejlw Sy )> egan Higd dlolw o Gy Ol plal 35S0 395 @
G 9§9u.0§ Ol e Jad ol ccuwl Gilojlw juuss iol.i).) So o paoual ) ol w=9lg

Enterprise Adoption Roadmap

From first conversation to steady-state AIBOM operation

-

o AWARENESS & BASELINE
Question it Answers
What Al do we have, and who

> cares that we cannot describe it?

@ Key Activities

Ask the hard assurance questions
about 2-3 real systems

Map AIBOM among existing
practices (SBOM, model cards,

data provenance, Al RMF, ISO 42001)
Engage roles with clear needs

and contributions

« Inventory Al systems and existing
metadata sources

PILOT

2
A

Question it Answers

Can we produce an honest
AIBOM for the hard cases, not
just the easy ones?

Key Activities
Select 2-3 systems across the
disclosure spectrum

9

Capture four parts: Header,
Components, Relationships,
Evidence

« Record truthful completeness
claims and supplier disclosure gaps
Generate AIBOMs and integrate
into at least one pipeline

— O

Key Activities

| Lwaiige )5 Sy azlg AIBOM S, augs

DS oo aanyi )l Cusidg jd wldec

Al BILL OF MATERIALS

GOVERNANCE INTEGRATION ~ —> o CONTINUOUS OPERATION

Question it Answers Question it Answers
Do the artifacts stay accurate

as the Al systems evolve?

Which existing decisions now
require an AIBOM as an input?

&
&

Key Activities

Define policy: scope, minimum I + Automate AIBOM regeneration
required fields, completeness on defined triggers
expectations A E .
Establish lifecycle gates that P o L
require an AIBOM vulnerabilities, and supplier

disclosure changes
Update procurement with AIBOM : 9

requirements and disclosure
expectations
Define retention, access controls,

Maintain evidence and manage
document versions

Report program metrics and

Assess use of existing SBOM

Validate with consumers and
program for AIBOM i

iterate

Exit Criterion Exit Criterion

©

and exception process

Train teams and communicate
policy

Exit Criterion
An approved organizational policy,

©

trends to stakeholders

Review, improve, and scale

Exit Criterion

A named inventory of Al systems,
owners for each system, and a list
of candidate metadata sources.

Scope First
Declare scope and
completeness before
collecting.

Foundational
Principles

©

Source: OWASP AIBOM Foundations Guide v1.0

Py

©

AIBOM artifacts for each pilot system
with truthful completeness claims,

at least one integrated pipeline, and
documented supplier gaps.

3

Secure by Default
Least privilege access,
retention, and
confidentiality.

Truthful
Partial is acceptable;
misleading is not

&

at least one enforced lifecycle gate
requiring an AIBOM, and procurement
processes updated with AIBOM

Automated AIBOM regeneration based
on triggers, continuous drift and
wvulnerability monitoring, and regularly
reported program metrics.

requirements.

QO Collaborate

(YD Cross-functional
ownership drives
adoption and quality.

Improve Continuously
Measure, learn, and
evolve the program.

Automate
Integrate into CI/CD and
operate as code.

£ all
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